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1 Introduction 
This document contains the provisions of the Binding Corporate Rules (“BCR”) for the ISS 
Group for the protection of personal data which are binding for all participating corporate 
entities within the ISS Group towards data subjects, by virtue of third-party beneficiary 
rights. 

Protecting the security and privacy of personal data is important to the ISS Group and the 
ISS Group conducts its business in compliance with the applicable laws on data protection 

and data security.  

The BCR are internal rules adopted by ISS A/S and its participating corporate entities (the 
ISS Entities), to present “adequate safeguards for the protection of the privacy and funda-
mental rights and freedoms of data subjects” within the meaning of applicable data pro-
tection law, especially Applicable Member State Law. 

2 Definitions 
The terms used in the BCR will be interpreted in accordance with the GDPR. In addition 

in the BCR the defined terms have the meanings ascribed to them below: 

Term Definition 

Applicable Member State 

Law 

Means the laws applicable to the rele-
vant ISS Entity established within a 
Member State. 

ISS Data Protection Audit 

Standard  

Means the audit standard set out in 

Appendix 2 to the BCR. 

Binding Corporate Rules 
or BCR 

Means the ISS Binding Corporate 
Rules Policy, including its appendices 

and the Intra Group Agreement. 

Complaint Handling Pro-
cedure 

Means the complaint handling proce-
dure set out in Appendix 3 of the 
BCR. 

Consent Means any freely given, specific, in-
formed and unambiguous indication 
of the data subject’s wishes by which 
he or she, by a statement or by a clear 
affirmative action, signifies agree-
ment to the processing of personal 
data relating to him or her. 
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Control Means in relation to any entity (i) the 
ownership or control (directly or in-
directly) of shares/ownership inter-
ests in that entity carrying more than 
50 % of the votes exercisable at gen-
eral meetings of that entity on all or 
substantially all matters; or (ii) the 
right to appoint or remove a majority 
of directors of that entity or having a 
majority of voting rights at board 
meetings of that entity; or (iii) the 
right under any contract or other le-
gally binding arrangement to direct 
the business or affairs of that entity; 
or (iv) the ability by virtue of a direct 
or indirect participation in the re-
spective entity to exercise a dominat-
ing influence. Controlled, Controlling 
and any other phrasing of the word 
control shall be construed accord-
ingly. 

Controller For the purpose of the BCR “control-
ler” shall mean the ISS Entity which 
alone or jointly with others deter-
mines the purposes and means of the 

processing of personal data. 

Co-operation Procedure Means the co-operation procedure 

set out in Appendix 4 of the BCR. 

Data Subject Access 
Standard  

Means the standard on the data sub-
ject’s rights of access, rectification, 
blocking and deletion of personal 
data set out in Appendix 1 to the 
BCR. 

General Data Protection 

Regulation or GDPR 

Means Regulation (EU) 2016/679 of 
27 April 2016 on the protection of 
natural persons with regard to the 
processing of personal data and on 

the free movement of such personal 
data, and repealing Directive 
95/46/EC. 
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Group Data Protection 

Manager or Group DPM 

Means the Group Data Protection 

Manager appointed by ISS A/S. 

Intra Group Agreement Means the legally binding agreement 
under which the ISS Entities are 
obliged to adhere to the BCR. 

ISS Means ISS A/S. 

ISS Entities Mean ISS and its participating corpo-
rate entities that are members of the 
ISS Group and which are subject to 

the BCR and have duly signed the In-
tra Group Agreement. 

ISS Group Means ISS and all affiliates of ISS, in-
cluding (i) other persons directly or 

indirectly minority owned by ISS 
where there is a legal prerequisite un-
der local law for local majority own-
ership, or (ii) any person under com-
mon Control by ISS or under com-
mon Control by a person under the 
direct or indirect Control of ISS, or 
(iii) any person under the direct or 
indirect Control of a person that has 

the direct or indirect control of ISS. 

ISS Headquarter Means ISS A/S. 

Local or Regional Data 
Protection Manager  
(DPM) 

Means the Local or Regional Data 
Protection Manager appointed by an 
ISS Entity or appointed for a region 
of ISS Entities. The Local or Regional 
Data Protection Manager acts in ac-
cordance with the GDPR and shall 

consult with the Group DPM as nec-
essary. 

Member State Means a country within the EEA. 

Processor For the purpose of the BCR “proces-
sor” shall mean a natural or legal per-
son, public authority, agency or other 
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body which processes personal data 

on behalf of the Controller. 

Special Categories of Per-
sonal Data 

Means personal data revealing racial 
or ethnic origin, political opinions, 
religious or philosophical beliefs, or 
trade union membership, and the 
processing of genetic data, biometric 
data for the purpose of uniquely iden-
tifying a natural person, data con-
cerning health or data concerning a 
natural person’s sex life or sexual ori-

entation. 

Updating Procedure Means the updating procedure set 
out in Appendix 5 of the BCR. 

 

The following acronyms are used in the BCR: 

Term Definition 

BCR Binding Corporate Rules 

CFO Chief Financial Officer of ISS A/S 

  

EEA European Economic Area 

EGM Executive Group Management of ISS 

A/S 

 

3 Scope of the BCR 
The BCR apply to ISS Entities which are processing personal data relating to data sub-
jects, including all ISS Entities established: 

(a) in an EEA country or in a country with an adequate level of data protection as 
acknowledged by a decision of the European Commission; and 

(b) outside an EEA country or outside a country with an adequate level of data protection 
as acknowledged by a decision of the European Commission. 
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The BCR will cover all personal data transferred between the ISS Entities. This includes 
personal data concerning employees and third parties such as customers, subcontractors 
and other business contacts processed by the ISS Entities as part of their regular business 
activities. A detailed overview of the categories of data as well as the purposes relating to 
each category of data and its transfer is set out in Appendix 6 to the BCR. 

The personal data will mainly regard general employee data, such as name, function, sal-
ary information and personal identification number, and contact information on custom-

ers and suppliers. 

ISS Entities may also process and transfer Special Categories of Personal Data, namely 

health information on allergies and work related incidents. 

4 Binding effect upon the ISS Entities 
The ISS Entities have undertaken to adhere to the BCR and have duly signed the Intra 
Group Agreement. Accordingly, all of the ISS Entities and their employees are bound to 
comply with the BCR including all appendices hereto in respect of any transfer of personal 

data between ISS Entities covered by the BCR. 

5 Substantive principles for the processing of personal data 
The following principles, which derive specifically from the GDPR and the Madrid Resolu-
tion of 5 November 2009, are part of ISS’ Group Data Protection Policy and apply and will 
be enforced with respect to the processing of personal data by the ISS Entities within the 

scope of the BCR: 

5.1 Legitimacy and legality of data processing 
The processing of personal data shall be done lawfully in compliance with the relevant 

statutory provisions and with due regard for the principles laid down in the BCR. 

The processing of personal data by an ISS Entity is only permissible if at least one of the 
following prerequisites is fulfilled: 

(a) the data subject has given its unambiguous Consent; 

(b) data processing is necessary for the purpose of the performance of a contract to 
which the data subject is party or establishing a contractual relationship with the 

data subject; 

(c) processing is necessary to safeguard legitimate interests of the controller and such 
legitimate interest is not overwritten by the interests of the data subject; or 

(d) processing is necessary for compliance with Applicable Member State Law to which 
the controller is subject. 

5.2 Purpose 
Personal data shall be processed exclusively for specified, explicit and legitimate purposes. 
Under no circumstances shall personal data be processed in a way that is incompatible 
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with the legitimate purposes for which the personal data was collected. ISS Entities are 
obligated to adhere to these original purposes when storing and further processing or us-
ing personal data transferred to them by another ISS Entity. The purpose of data pro-
cessing may only be changed with the Consent of the data subject or to the extent permit-
ted by Applicable Member State Law to which the ISS Entity transferring the personal 

data is subject. 

5.3 Transparency 

Each ISS Entity commits to make the BCR readily available to every data subject and the 
BCR will be available on ISS’ website and on ISS’ intranet. All ISS Entities shall process 
personal data in a transparent manner. All ISS Entities will adhere to the substantive prin-
ciples for processing personal data set out in this clause 5 and will ensure that data sub-
jects are provided with the information set out under clause 6.1 of the BCR by the relevant 
ISS Entity (in consultation with the transferring company, if applicable). Further, all ISS 
Entities respect and act in accordance with the third party beneficiary rights set out under 
clause 7 of the BCR. 

 

5.4 Accuracy, data minimisation and data retention 
Personal data must be correct and kept up to date. Appropriate measures are to be taken 
to ensure that inaccurate or incomplete personal data is corrected, blocked or erased. 

Data processing shall be guided by the principle of data minimisation. The objective is to 
collect, process and use only such personal data as is required for the relevant purpose of 
the processing. In particular, the ISS Entities will make use of the possibility to anonymise 
or pseudonymise personal data, provided that the cost and effort involved corresponds 
with the desired purpose. Statistical evaluations or studies based on anonymized or pseu-
donymised personal data are not relevant for data protection purposes, provided that such 

personal data cannot be used to identify the data subject. 

Personal data, which is no longer required for the purposes for which it was originally col-
lected and stored, is to be erased. In the event that statutory retention periods apply, the 

personal data shall be blocked rather than erased. 

5.5 Onward transfer of personal data 
The transfer of personal data from an ISS Entity to a non-ISS Entity (i.e. a company that is 
not bound by the BCR) outside the EEA is only permissible under the following condi-

tions: 

(a) The country is deemed to be adequate under Article 45 of the GDPR; or 

(b) the receiving entity demonstrates that it has an adequate level of protection for per-

sonal data within the meaning of GDPR Article 46, e.g. by concluding an EU standard 
contract (Standard Contractual Clauses for Data Processors 2010/87/EU or Standard 
Contractual Clauses between Data Controllers 2001/497/EC or 2004/915/EC) or by 
concluding other appropriate contractual agreements between the transferring and 
the receiving entity, or 
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(c) the transfer is permissible under the exceptions defined in the GDPR Article 49, to 
the extent such transfer is not structured, systematic, massive, disproportionate or 

indiscriminate. This exception is only to be used in certain very limited situations. 

Transfers of personal data from an ISS Entity to any public authority cannot be massive, 
disproportionate and indiscriminate in a manner that would go beyond what is necessary 
in a democratic society. 

5.6 Special Categories of Personal Data 
ISS Entities may if required for the purpose of the relevant processing activity process and 
transfer Special Categories of Personal Data, namely health information on allergies and 
work related incidents. Special Categories of Personal Data mainly regard ISS employees. 
Particular precaution will be taken by each ISS Entity if Special Categories of Personal 
Data is processed.  

Should the processing of Special Categories of Personal Data be required, the explicit Con-
sent of the data subject must be obtained, unless such processing is expressly permitted by 

Applicable Member State Law (e.g. for the purpose of registering/protecting minorities), 
and additional requirements set out in the GDPR are complied with for the processing of 
the Special Categories of Personal Data, including adequate security measures applicable 

for the processing of such personal data. 

The Group DPM or the Local or Regional Data Protection Manager of the ISS Entity, if 
one such is designated, shall be consulted prior to the processing of Special Categories of 
Personal Data. Any ISS Entity which does not have a Local or Regional Data Protection 
Manager shall consult either the nearest ISS Entity with a Local or Regional Data Protec-

tion Manager or the Group DPM. 

5.7 Direct Marketing  
The ISS Entities will inform the data subjects on their right to object to the processing of 
the data subject’s personal data for advertising purposes. The ISS Entities will inform the 
data subject of its right to object free of charge to the processing of the data subject’s per-
sonal data. In such cases, the ISS Entities will suppress from contacting the data subjects 
who have opted out of receiving marketing information. 

5.8 Automated individual decisions 

If personal data is processed for the purpose of making automated individual decisions, 
the legitimate interests of the data subject must be ensured through appropriate measures 
and the data subjects must be provided with meaningful information about the logic in-
volved, as well as the significance and the envisaged consequences of such processing for 

the data subject.  

Decisions which have negative legal consequences for the data subject or substantially 
prejudice the data subject may not be reached exclusively on the basis of an automated 
individual procedure designed to evaluate a data subject’s personal characteristics. An ex-

ception applies only if the decision: 
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(a) is taken in the course of entering into or performance of a contract, provided the re-
quest for the entering into or the performance of the contract, lodged by the data sub-
ject, has been satisfied or that there are suitable measures to safeguard its legitimate 
interests, such as giving the data subject the opportunity to put the data subject’s 
point of view forward;  

(b) is authorized by Applicable Member State Law which also lays down measures to 
safeguard the data subject’s legitimate interests; or 

(c) is based on the data subject’s explicit Consent. 

In the cases referred to in points (a) and (c), the ISS Entity shall implement the right to 
obtain human intervention with the ISS Entity, to express his or her point of view and to 
contest the decision. 

5.9 Data security 
The ISS Group has established and documented an IT security organization and has inte-

grated data security into the processes of this organization. Controllers will take appropri-
ate technical and organizational measures to ensure data security, which protects personal 
data against accidental or unlawful erasure, unauthorized use, alteration, loss and de-
struction as well as protecting against unauthorized disclosure or unauthorized access. 
Having regard to the state of the art and the cost of their implementation, such measures 
shall ensure a level of security appropriate to the risks represented by the processing and 
the nature of the personal data to be protected (privacy by design). Special Categories of 
Personal Data shall be subject to specific security and protection measures. Such 
measures shall further ensure that, by default, only personal data which are necessary for 

each specific purpose of the processing are processed (privacy by default).  

Specific measures are used to ensure adequate protection of personal data include admis-
sion controls, system access controls, data access controls, transmission controls, input 
controls, job controls, availability controls and segregation controls. 

All computers and mobile devices are password/passcode protected. The ISS internal net-
work has a firewall system to protect internal company content from unauthorized exter-
nal access. Transmission of personal data within the company’s own network is typically 
encrypted, to the extent that the nature and intended purpose of the personal data re-

quires this. 

ISS has implemented a Data Protection Breach Standard setting out how all data breaches 
must be reported to ISS’ Group DPM and procedures for how the Group DPM must handle 
data breaches, including reporting such to ISS’ general counsel and the management of 

the ISS Headquarter. Furthermore, the Data Protection Breach Standard sets out how ISS 
will ensure to notify relevant EEA data protection authorities without undue delay and no 
later than 72 hours after having become aware of the personal data breach and how ISS 
will ensure to notify data subjects of a personal data breach without undue delay where the 
personal data breach is likely to result in a high risk to their rights and freedoms of the 
data subjects. Also, any personal data breaches will be documented (comprising the facts 
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relating to the personal data breach, its effects and the remedial action taken) and the doc-
umentation will be made available to the relevant EEA data protection authority on re-

quest. 

5.10 Confidentiality 
Only personnel, who are authorized and have been specifically instructed in compliance 
with data protection requirements may collect, process or use personal data. Access au-
thorization of the individual employee will be restricted according to the nature and scope 

of the employees’ particular field of activity. The employee is prohibited from using per-
sonal data for private purposes, from transferring or from otherwise making personal data 
available to unauthorized persons. Unauthorized persons in this context include, for ex-
ample, other employees, to the extent that they do not require the personal data to com-
plete their specialist tasks. The confidentiality obligation continues beyond the end of the 
employment of the employee in question. 

5.11 Commissioned data processing 
If an ISS Entity (the Controller) commissions another company (the Processor) to process 

personal data, the following requirements will be observed: 

The Processor is carefully assessed and selected by the Controller on the basis of the Pro-
cessor’s ability to ensure the implementation and maintenance of necessary technical and 
organizational security measures required for complying with the BCR in relation to data 

processing. 

The Controller will ensure and regularly verify that the Processor remains fully compliant 
with the agreed technical and organizational security requirements. 

5.11.1 Written agreement 

The performance of commissioned data processing must be regulated in a written agree-
ment in which the rights and obligations of the Processor are unambiguously defined. In 

particular, such agreement will stipulate that the Processor: 

(a) processes the personal data only on documented instructions from the Controller; 

(b) ensures the confidentiality of persons processing the personal data; 

(c) will not engage another processor without prior authorisation from the Controller;  

(d) takes all measures required to implement the necessary technical and organisational 
security measures; 

(e) ensures that any processing by a sub-processor will be subject to the same data pro-
tection requirements as stipulated in the agreement between the Controller and the 

Processor; 
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(f) assists the Controller with answering requests from data subjects to exercise their 
rights; 

(g) that the Processor remains liable to the Controller for any breach of the data protec-
tion obligations by a sub-processor; 

(h) assists the Controller in ensuring compliance with applicable security requirements, 
notification of EEA data protection authorities and data subjects in case of a data 

breach and with conducting data protection impact assessments and prior consulta-
tions with EEA data protection authorities if necessary; 

(i) at the choice of the Controller deletes or returns all copies of the personal data to the 

Controller upon termination of the services; 

(j) makes available to the Controller all information necessary to demonstrate compli-
ance with data protection legislation, in particular that the Processor will contribute 
to audits, including inspections, conducted by the Controller or a third party ap-

pointed by the Controller.  

The Controller remains responsible for the legitimacy of the processing and continues to 

be the point of contact for the data subject. 

5.12 Record of processing activities 

5.12.1 Each ISS Entity has established and maintains a record of all categories of processing ac-
tivities carried out by the ISS Entity. The record of processing activities contains the fol-

lowing information for each processing activity: 

(a) the name and contact details of the ISS Entity;  

(b) the purposes of the processing;  

(c) a description of the categories of data subjects and of the categories of personal data;  

(d) the categories of recipients to whom the personal data have been or will be disclosed, 

including recipients in countries outside of the EEA;  

(e) where transfers of personal data to a recipient in countries outside of the EEA, the 
country(ies) in which the recipient is established and the documentation of suitable 
safeguards (e.g. the Commission’s standard contractual clauses);  

(f) where possible, the envisaged time limits for erasure of the different categories of 
data;  

(g) where possible, a general description of the technical and organisational security 
measures implemented to protect the personal data. 
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5.12.2 The record is maintained in writing, including in electronic form, and will be made availa-
ble to an EEA data protection authority on request. 

5.13 Data Protection Impact Assessments 

5.13.1 Each ISS Entity will assess the risk of its processing activities and where it is assessed that 
a processing activity is likely to result in a high risk to the rights and freedoms of natural 
persons, the ISS Entity will in corporation with the Local or Regional Data Protection 

Manager  carry out a data protection impact assessment in accordance with Article 35 of 
the GDPR.  

5.13.2 If the data protection impact assessment indicates that the processing would result in a 
high risk in the absence of measures taken by the ISS Entity to mitigate the risk, the Local 
or Regional Data Protection Manager must consult the Group DPM and the Group DPM 
will consult the competent EEA data protection authority, prior to processing personal 
data for the relevant processing activity. 

6 Essential rights of the data subject 
6.1 Information obligations 
6.1.1 Data obtained from the data subject 

Except where the data subject already has the information, each ISS Entity will at the time 
when personal data are obtained. provide data subjects (from whom personal data relat-

ing to the data subject is collected) with at least the following information: 

(a) the identity and contact details of the Controller and its representative, if any; 

(b) the contact details of the Group DPM; 

(c) the purpose(s) of the processing and the legal basis for the processing; 

(d) where the processing is based on a balancing of interests, the legitimate interest pur-

sued by the relevant ISS entity; 

(e) the recipients or categories of recipients; 

(f) where applicable that the personal data is intended to be transferred to a third coun-
try, including how adequate safeguards for the protection of data is ensured and the 
means by which to obtain a copy of or more information on such adequate safe-
guards; 

In addition, each ISS Entity will provide the following information to the data subject, in-
sofar as such information is relevant and necessary to ensure fair and transparent pro-
cessing: 



 

 

 13 
 

(g) the period for which the personal data will be stored or if that is not possible, the cri-
teria used to determine that period; 
 

(h) the existence of the right to request access to, rectification or restriction of and/or 

erasure of personal data as well as the right to object to the processing; 

(i) the right to data portability; 

(j) where a processing is based on Consent, the right to withdraw such Consent; 

(k) the right to lodge a complaint with an EEA data protection authority;   

(l) whether the provision of personal data is a statutory or contractual requirement, or a 
requirement necessary to enter into a contract, including whether the data subject is 
obliged to provide the personal data as well as the possible consequences of failure to 
provide such personal data;  

(m) whether automated decision making will be applied to the personal data, including 
information on the logic involved in such decision making and the significance and 

envisaged consequences of such processing. 

Where an ISS Entity intends to process personal data for a different purpose than that for 
which the personal data were originally collected, the ISS Entity in question will notify the 
data subject prior to that further processing on the purpose of such processing and provide 
the data subject with any other relevant information pursuant to clauses 6.1.1(g)- 6.1.1(m). 

6.1.2 Data not obtained from the data subject 

Where the personal data has not been obtained from the data subject and where the data 
subject does not already have the information, each ISS Entity will provide the data sub-
ject with the information set out in clause 6.1.1(a)-6.1.1(c) and clauses 6.1.1(e)-6.1.1(f) and 

in addition the following information necessary to ensure fair and transparent processing: 

(a) the categories of personal data concerned;  

(b) from which source the personal data originate, and if applicable, whether it came 

from publicly accessible sources; 

(c) any relevant further information as set out in clause 6.1.1(g)-6.1.1(m) 

Each ISS entity will provide the information set out in this clause 6.1.2: 

(a) within a reasonable period after obtaining the personal data, but no later than within 
one (1) month; 

(b) where the personal data are to be used for communication with the data subject, at 
the latest when the ISS entity in question is first communicating to the data subject; 



 

 

 14 
 

(c) if disclosure to a third party is envisaged, at the latest when the personal data is first 
disclosed to such third party. 

6.1.3 Where an ISS Entity intends to process personal data for a different purpose than that for 
which the personal data were originally collected, the ISS Entity in question will notify the 
data subject prior to that further processing on the purpose of such processing and provide 
the data subject with any other relevant information pursuant to clause 6.1.2. 

6.1.4 When provided for by Applicable Member State Law, the data subject will not have a right 
to information under the following circumstances: 

(a) the provision of such information proves impossible or would involve a dispropor-
tionate effort, in particular for processing for archiving purposes in the public inter-
est, scientific or historical research purposes or statistical purposes, subject to com-
plying with and implementing alternative measures as regulated by EU or Member 
State law; or 

(b) if obtaining or disclosure of the personal data is expressly laid down by Applicable 
Member State Law to which the relevant ISS Entity is subject and which provides ap-
propriate measures to protect the data subject’s legitimate interests; or 

(c) where the personal data must remain confidential subject to an obligation of profes-

sional secrecy regulated by Applicable Member State Law.  

6.1.5 If the data subject believes that it has not been given all of the relevant information pursu-
ant to this clause 6.1, the data subject can contact the respective ISS Entity, the Local or 
Regional Data Protection Manager if one such is designated for the ISS Entity in question, 

or the Group DPM of ISS to request any further information as set out in this clause 6.1.  

6.2 Rights of the data subjects 

Each ISS Entity will ensure that all data subjects will be able to obtain: 
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(a) confirmation as to whether or not personal data relating to the data subject is being 
processed and the following information:  
 
(i) the purposes of the processing,  

(ii) the categories of personal data concerned,  

(iii) the recipients or categories of recipients to whom the personal data are dis-
closed,  

(iv) the envisaged period for which the personal data will be stored, or, if not possi-
ble, the criteria used to determine that period, 

(v) the existence of the right to request from the ISS Entity rectification or erasure 
of personal data or restriction of processing of personal data concerning the 
data subject or to object to such processing,  

(vi) the right to lodge a complaint with an EEA data protection authority,  

(vii) where the personal data are not collected from the data subject, any available 
information as to their source, and 

(viii) whether automated decision making will be applied to the personal data, includ-
ing information on the logic involved in such decision making and the signifi-
cance and envisaged consequences of such processing; 

 
(b) communication to the data subject in an intelligible form of the personal data under-

going processing and of any available information as to their source, including a copy 
of the personal data undergoing processing; 

(c) the rectification, erasure or blocking of personal data the processing of which does 
not comply with the provisions of the BCR or applicable law, in particular because of 
the incomplete or inaccurate nature of the personal data; 

(d) notification to third parties to whom the personal data has been disclosed of any rec-
tification, erasure or blocking carried out in compliance with (c), unless this proves 

impossible or involves a disproportionate effort, without constraint, at reasonable in-
tervals and without excessive delay or expense. The response may be in a written 
form (e-mail will be sufficient); 

(e) restriction of an ISS Entity’s processing of the data subject’s personal data where: 

(i) the accuracy of the personal data is contested by the data subject, for a period 
enabling the ISS Entity to verify the accuracy of the personal data;  

(ii) the processing is unlawful and the data subject opposes the erasure of the per-
sonal data and requests the restriction of their use instead;  

(iii) the ISS Entity no longer needs the personal data for the purposes of the pro-
cessing, but they are required by the data subject for the establishment, exercise 
or defence of legal claims; or 
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(iv) the data subject has objected to processing pending the verification whether the 
legitimate grounds of the ISS Entity override those of the data subject; 

(f) the right at any time to object, on grounds relating to the data subject’s particular sit-
uation, where the processing of personal data is based on a balancing of interests, in-
cluding profiling based on the balancing of interests; and 
 

(g) the right not to be subject to a decision based solely on automated processing, includ-

ing profiling, which produces legal effects concerning him or her or similarly signifi-
cantly affects him or her. 
 

Applicable Member State Law may restrict the data subject’s right to access if this right is 
exercised repeatedly within a short period of time, unless the data subject can show a le-
gitimate reason for the repeated assertion of claims for information. Further, ISS may re-
strict the data subject’s rights under clause 6.2(b) if the right adversely affect the rights 
and freedoms of others.   

Each ISS Entity may charge the data subject a reasonable fee for repeatedly providing the 
information, to the extent that Applicable Member State Law permits this. 

Further, each ISS Entity will ensure that all data subjects may at any time object to the ISS 
Entity’s processing of personal data relating to the data subject. Where the objection is 
justified, each ISS Entity will ensure that the personal data is erased and no longer will be 
processed. 

The data subject can assert the above rights by contacting the respective ISS Entity, the 
Local or Regional Data Protection Manager if one such is designated for the ISS Entity in 
question, or the Group DPM of ISS.  

7 Third party beneficiary rights 
Data subjects, whose personal data is (i) transferred from the EEA to a country outside the 
EEA by an ISS Entity and (ii) is subject to the BCR, shall be able to enforce the following 
third party beneficiary rights against such ISS Entity in accordance with clause 6 of the 
Intra Group Agreement: 

(a) to seek enforcement of compliance with the BCR and its appendices, including but 
not limited to seeking enforcement of the following rights and principles; 

(i) the substantive principles for the processing of personal data set out in clause 5; 

(ii) the rights of the data subject set out in clause 6.2; 

(iii) local statutory regulations in accordance with clause 15, insofar as such local law 

stipulates a higher level of protection of personal data than the BCR; and 
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(iv) the right to make a complaint through the procedure set out in the Complaint 
Handling Standard;  

(v) any support of or cooperation needed with EEA data protection authorities pur-
suant to clause 12; 

(b) to lodge a complaint with an EEA data protection authority of competent jurisdiction, 
in particular in the Member State of the data subject’s;  

(i) habitual residence; 

(ii) place of work; or 

(iii) where the alleged infringement of the BCR occurred; and/or 

(c) to take action against an ISS Entity in order to enforce compliance with the BCR in 
the courts of the jurisdiction in which:  

(i) the ISS Entity responsible for the alleged breach is established; and/or  

(ii) the ISS Entity responsible for exporting the personal data is established; and/or 

(iii) the data subject has his or her habitual residence; and/or    

(iv)  the ISS Headquarter is established. 

(d) to make complaints to an ISS Entity within the EEA and, where appropriate, receive 
compensation from an ISS Entity for any damage suffered as a result of a breach of 
the BCR in accordance with the determination of a court or other competent author-
ity. Such complaints may be made in accordance with the Complaint Handling 
Standard set out in Appendix 3;  

(e) to obtain redress and where appropriate compensation from the exporting ISS Entity 
or the ISS Headquarter in case of any damages resulting from a breach of the BCR by 
an ISS Entity; and 

(f) to obtain a copy of the BCR with its appendices and the Intra Group Agreement on 
request or by obtaining a copy of the BCR on ISS’ website. 

In the event of a claim being made in which a data subject has suffered damage, ISS has 
agreed that the burden of proof to show that (i) an ISS Entity outside the EEA is not re-

sponsible for the breach, or (ii) that no such breach took place, will rest with the ISS 
Headquarter, regardless of which ISS Entity was responsible for the alleged breach. 

In addition, claims may be brought against the ISS Headquarter which has undertaken to 
accept responsibility for and agreed to take the necessary action to remedy the acts of 
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other ISS Entities outside of the EEA and to pay compensation for any damages resulting 
from the violation of the BCR by ISS Entities. 

8 Compliance and supervision of compliance 
ISS has appointed a Group Data Protection Officer who is responsible for overseeing and 
ensuring compliance with the BCR. The Group DPM advises the board of management, 
deals with data protection authorities’ investigations and annual reports on compliance, 
and ensures compliance at a global level.  

ISS has further appointed Local or Regional Data Protection Managers which are desig-
nated for most of the ISS Entities. The Local or Regional Data Protection Managers are 
responsible for handling local complaints from data subjects, reporting major privacy is-
sues to the Group DPM and for ensuring compliance at a local level. The Local or Regional 
Data Protection Managers further supports the Group DPM and legal departments at re-
gional and country level, which are responsible for overseeing and enabling compliance 
with the BCR on a day-to-day basis.  

9 Data Subject Access Standard 
The ISS Entities will comply with the Data Subject Access Standard set out in Appendix 1. 

10 Audit 
The ISS Entities will comply with the Data Protection Audit Standard set out in Appendix 

2. 

11 Complaint process 
The ISS Entities will comply with the Complaint Handling Procedure set out in Appendix 

3. 

12 Cooperation with the data protection authorities 
The ISS Entities will cooperate and support any data protection authorities in the event of 
inquiries and complaints from data subjects with regard to non-compliance with the BCR 

in accordance with the Co-operation Procedure set out in Appendix 4. 

13 Update of the rules 
The ISS Entities will comply with the Updating Procedure set out in Appendix 5. 

14 Training 
The ISS Entities will provide appropriate training to employees who have regular access to 
personal data, who are involved in the collection of personal data or in the development of 
tools used to process personal data. 

15 Relationship between BCR and local statutory regulations 
The legitimacy of the processing of personal data is judged on the basis of the applicable 
local law. To the extent that the applicable local law stipulates a higher level of protection 
of personal data than the BCR, data processing shall be in accordance with the applicable 
law. Each ISS Entity shall check for itself, whether such local statutory regulations (e.g. 
data privacy laws) exist and shall ensure compliance with these. If the applicable local law 
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provides a lower level of protection for personal data than the BCR, the present BCR shall 
be applied. 

The ISS Entities will ensure that where it has reason to believe that the legislation applica-
ble to it prevents it from fulfilling its obligations under the BCR and which has substantial 
effect on its ability to comply with the BCR, the ISS Entities will promptly inform the 
Group DPM and the ISS Headquarter unless otherwise prohibited by a law enforcement 
authority. 

In addition, where any legal requirement of a non-EEA country applicable to an ISS Entity 
is likely to have a substantial adverse effect on the guarantees provided by the BCR, the 
ISS Entity will promptly inform the Group DPM. The Group DPM will report such prob-
lem to the competent EEA data protection authority. This includes any legally binding re-
quest for disclosure of the personal data by a law enforcement authority or state security 
body. In such a case, the Group DPM will inform the competent EEA data protection au-
thority about the request, including information about the data requested, the requesting 
body, and the legal basis for the disclosure (unless otherwise prohibited, such as a prohi-

bition under criminal law to preserve the confidentiality of a law enforcement investiga-
tion). 

If in specific cases the suspension and/or notification are prohibited, the requested ISS 
Entity will use its best efforts to obtain the right to waive this prohibition in order to com-
municate as much information as it can and as soon as possible. The ISS Entity must doc-

ument such efforts to be able to demonstrate that it did so. 

If, in the above cases, despite having used its best efforts, the requested ISS Entity is not 
in a position to notify the competent EEA data protection authorities, it must on an an-
nual basis provide general information on the requests it received to the competent EEA 
data protection authorities (e.g. number of applications for disclosure, type of data re-

quested, requester if possible, etc.). 

Where there is a conflict between national law and the commitments in the BCR the 
Group DPM will escalate this to the executive management or general counsel of ISS who 
will take a responsible decision on what action to take and will consult the competent data 
protection authorities in case of doubt. 

16 Contact 
The ISS Group has a system in place to oversee and ensure compliance with all aspects of 
this BCR. The governance of the BCR is the responsibility of the Group DPM reporting to 
the executive management or general counsel of ISS. 

Data subjects can raise any concerns with a Local or Regional Data Protection Manager of 
the relevant ISS Entity, if one such is designated, or with the Group DPM at ISS: 

ISS A/S  

Buddingevej 197, DK-2860 Søborg, Denmark 
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Email: dpm@group.issworld.com  

Internet: www.issworld.com  

mailto:dpm@group.issworld.com
http://www.issworld.com/

