
 
 

  

Appendix 1 – Binding Corporate Rules (”BCR”) 
Standard on the data subject’s rights of access, rectification, blocking and deletion of per-
sonal data  
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1 Data Subject Access Standard 
1.1 The GDPR gives data subjects whose personal data is collected and/or processed and used 

in the EEA, the right to be informed of whether any personal data about them is being pro-
cessed by an organisation under the GDPR. 

1.2 Data subjects whose personal data is collected and/or used in the EEA and/or transferred 
between ISS Entities, as defined in the Binding Corporate Rules, will also benefit from the 
right of access, rectification, blocking and deletion of personal data. This standard explains 
how the ISS Entities deal with a data subject’s request relating to personal data (referred 
to as “Request” in this standard). 

1.3 Where a Request is subject to the GDPR because it is made in respect of personal data col-
lected and/or used within the EEA, such a request will be dealt with by the relevant ISS 
Entity in accordance with this standard. This standard does not confer rights nor overrides 
any legal provisions which either require or prevent disclosure of personal data. If e.g. in 
such cases where Applicable Member State Laws may differ from this procedure, the 
Member State data protection law will prevail. However, if Applicable Member State Law 
provides a lower level of protection for personal data than the GDPR, the GDPR shall pre-
vail. Each ISS Entity shall check for itself, whether such local statutory regulations (e.g. 
data protection laws) exist and shall ensure compliance with these.  

1.4 A data subject making a Request to an ISS Entity under this procedure, is entitled to: 

(a) Be informed whether the ISS Entity holds and is processing personal data about that 
data subject. 

(b) Be given at least the following information:  

(i) the purposes of the processing, 

(ii) the categories of personal data concerned, 

(iii) the recipients or categories of recipients to whom the personal data are dis-
closed, 

(iv) the envisaged period for which the personal data will be stored, or, if not possi-
ble, the criteria used to determine that period, 

(v) the existence of the right to request from the ISS Entity rectification or erasure 
of personal data or restriction of processing of personal data concerning the 
data subject or to object to such processing, the right to lodge a complaint with 
an EEA data protection authority, 

(vi) where the personal data are not collected from the data subject, any available 
information as to their source, and 
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(vii) whether automated decision making, including profiling, will be applied to the 
personal data, including information on the logic involved in such decision mak-
ing and the significance and envisaged consequences of such processing. 

(c) Communication in intelligible form of the personal data held by the ISS Entity. 

1.5 The data subject making a Request may do so in writing. Without excluding other means 
of communication, Requests may be in writing and can for an example be submitted via e-
mail. The Request must be made by the data subject to the Group DPM or to the Local or 
Regional Data Protection Manager if such is designated who will then direct the Request 
to the Group DPM. All Local or Regional Data Protection Managers as well as the Group 
DPM are listed on ISS’ website www.issworld.com. 

1.6 The data subject making the Request is obliged to provide proof of identity and residence 
before the Request is processed by the relevant ISS Entity. Under normal circumstances 
no fee will be applied by the ISS Entities for the processing of the Request. 

1.7 Subject to Article 1.6, an ISS Entity must respond to a Request without undue delay and in 
any event within one (1) month from receipt of the Request. The period for responding to 
the request may be extended by two (2) further months where necessary, taking into ac-
count the complexity and number of the requests. The Group DPM or the Local or Re-
gional Data Protection Manager, as the case may be, will inform the Data Subject of any 
such extension within one (1) month of receipt of the request, together with the reasons for 
the delay. This may e.g. be the case if the subject matter of the Request is particularly com-
plex or if involvement of third parties, including other data subjects, is necessary to an-
swer the Request. 

1.8 The ISS Entity may ask for information which the ISS Entity may reasonably require in 
order to confirm the identity of the data subject making the Request and to locate the in-
formation which that data subject seeks.  

2 Procedure 
2.1 Receipt of a Request 

2.1.1 If any employee or subcontractor of an ISS Entity receives any Request from a data subject 
for its personal data, they must pass on the Request to the Group DPM, or if designated a 
Local or Regional Data Protection Manager, immediately upon receipt indicating the date 
on which the Request was received together with any other information which may assist 
the Group DPM or the Local or Regional Data Protection Manager in dealing with the Re-
quest. 

2.1.2 The Request does not have to be official or mention data protection law to qualify as a data 
subject access request. 

2.2 Initial Steps 
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2.2.1 The Group DPM, or if designated the Local or Regional Data Protection Manager, will 
make an initial assessment of the Request to decide whether it is a valid request according 
to applicable law and this procedure and whether, any further information, including con-
firmation of identity is required. 

2.2.2 The Group DPM, or if designated the Local or Regional Data Protection Manager, will then 
contact the data subject in writing to confirm receipt of the Request, seek confirmation of 
identity or further information, if required, or decline the Request if one of the exemptions 
to data subject access applies. 

2.3 Exemptions to a data subject access request 

2.3.1 A Request may be refused where the Request is made to an ISS Entity established within 
the EEA and relates to the use or collection of personal data by that ISS Entity, if the re-
fusal to provide the information is consistent with the data protection law within that ju-
risdiction.  

2.4 The Search and the Response 

2.4.1 The Group DPM, or if designated the Local or Regional Data Protection Manager, will ar-
range a search of all relevant electronic and paper filing systems. 

2.4.2 A Local or Regional Data Protection Manager may refer any complex cases to the Group 
DPM, particularly where the Request includes information relating to third parties or 
where there is a risk that the release of personal data may prejudice commercial confiden-
tiality or legal proceedings. 

2.4.3 The personal data requested will be collated by the Group DPM, or if designated a Local or 
Regional Data Protection Manager, into a readily understandable format (internal codes 
or identification numbers used at the ISS Entity that correspond to personal data shall be 
translated before being disclosed). A cover letter will be prepared by the Group DPM, or if 
designated a Local or Regional Data Protection Manager, which includes information re-
quired to be provided in response to a Request. 

2.4.4 Where the provision of the information in permanent form is not possible or in cases 
where the interests of the data subject outweigh, the communication may, however, be 
given in the form of oral information about the contents of the data. In such circumstances 
the data subject may be offered the opportunity to have access to the information by in-
spection in attendance of an ISS employee appointed by the Group DPM, or if designated a 
Local or Regional Data Protection Manager, or to receive the information in another form. 

2.5 Request for deletion, rectification or blocking of personal data 

2.5.1 If a Request is received for the deletion, rectification or blocking of that data subject’s per-
sonal data, such a Request must be considered and dealt with as appropriate by the Group 
DPM, or if designated a Local or Regional Data Protection Manager. 
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2.5.2 If a Request is received advising of a change in that data subject’s personal data, such in-
formation must be rectified or updated accordingly if the ISS Entity is satisfied that there 
is a legitimate basis for doing so. 

2.5.3 If the Request is to cease processing the data subject’s personal data because the rights 
and freedoms of the data subject are prejudiced by virtue of such processing by an ISS En-
tity, or on the basis of other compelling legitimate grounds, the matter will be referred by 
the Local or Regional Data Protection Manager, if one such is designated, for the Group 
DPM to assess. Where the processing undertaken by an ISS Entity is required by Applica-
ble Member State Law, the Request will not be regarded as valid. 

2.6 All queries relating to this procedure are to be addressed to the Group DPM or to a Local 
or Regional Data Protection Manager if one such is designated, who is entitled to pass 
such queries, including Requests and requests under Article 2.5 to the Group DPM. 

3 Complaint handling 
3.1 If a the data subject who has made a Request, including a request under Article 2.5 above 

remains dissatisfied with the outcome of the assessment made by the ISS Entity’s Local or 
Regional Data Protection Manager and/or the Group DPM, such person is entitled to com-
plain according to ISS’ Complaint Handling Procedure set out in Appendix 3. 

4 Further information and review of the procedure 
4.1 For more information about this procedure or any other aspect of Subject Access, please 

contact: 

ISS A/S  

Buddingevej 197, DK-2860 Søborg, Denmark 

Email: dpm@group.issworld.com  

Internet: www.issworld.com 

4.2 This procedure will be reviewed and considered in line with applicable EU and Member 
State and case law on the data subject’s rights of access, rectification, blocking and dele-
tion of personal data and subject to procedures under the BCR. 
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